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Specification and Verification for Web Services

» Web-services important paradigm for organizing systems

» Demonstrating that a web-service complies with certain
non-functional policies is important

» e.g. to satisfy government regulations such as HIPAA
Problem: Conflict between Compliance and Modularity
» Compliance is helped by showing details
> ... Modularity is helped by hiding details
Tisa: A Language Design and Verification Technique
» Greybox specifications: hide/expose details
» Modular and scalable verification technique

Tisa: Trust in Service-oriented Architectures.
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

MyHealth Service at Vanderbilt University

@ var 1t nt Visitor
@ My Health at 2@ 9
2500 ()
APt
Help: Using MyHealth
User Login What can | do with My Health at
‘ Vanderbilt?
Usemame
Password As a patient of a participating Vanderbilt doctor or

nurse practitioner, you can:

(‘submit) Forgot your username or password?

¢ See lab test results
Send and receive secure messages with your
doctor's office.

« Request new appointments
. : « View your personal medical information
Not Yet a Vanderbilt Patient? « Pay Vanderbilt bills
* Read relevant medical information
If you are not yet a patient of a Vanderbilt doctor and * And more.

need help finding one, call Vanderbilt's Central
Appointment Office at:
Register Here

(615) 936-MYMD fora free account

(615) 936-6963
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

Business Rules for MyHealth [Barth et al.’07]

Secretary

Appt Gonﬁrm—;’./f—’Health Question ksl Ciigstion
All Messages w/ \‘

Prescription
//,Bgctor

Patient —— —Health Answer
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

A Contract for Patient Service

service Patient {

/*@ requires pId >= 0; ensures result >=0; @/
int query (int pId, int msg);

/*@ requires gId >= 0; ensures result >=0; @/
int retrieve(int gId);

Specification in a form similar to JML [Leavens et al.2006]

Tisa: Trust in Service-oriented Architectures.
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A Contract for Patient Service

service Patient {

/*@ requires pId >= 0; ensures result >=0; @/
int query(int pId, int msg);
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

Behavioral Contracts Insufficient

Consider an example policy ¢ (Similar to HIPAA):

A health question should ONLY be answered by the doctor.

Tisa: Trust in Service-oriented Architectures.
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

Behavioral Contracts Insufficient

Now consider interactions made visible by behavioral contracts

query(myld, msg = 99) — Patient Service

Client —

Client «— qlD «— Patient Service
Client — retrieve(qID) — Patient Service
Client «— 101 «— Patient Service

Message | Meaning
99 Do I have AIDS?
101 Yes, What were you thinking?

Compliance to policy ¢ MAY NOT be demonstrated.

Tisa: Trust in Service-oriented Architectures.
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Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

Behavioral Contracts Insufficient

v

Demonstrating compliance requires providings access to
internal states of the service

Ability to make business rules explicit

Providing such access MAY compromise modularity
Clients will come to depend on the internal details
Makes it harder to change them without breaking clients

vV v v Y

Tisa: Trust in Service-oriented Architectures.


http://www.cs.iastate.edu/~tisa/

Running Example: Healthcare Services
Behavioral Contracts for Services
Demonstrating Compliance to Non-functional Policies

Motivation

Behavioral Contracts Insufficient

>

Demonstrating compliance requires providings access to
internal states of the service

Ability to make business rules explicit

Providing such access MAY compromise modularity
Clients will come to depend on the internal details
Makes it harder to change them without breaking clients

vV v v Y

Is there a balance between compliance and modularity?
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Tisa Language Design and Verification Technique

Modular Compliance via Greybox Specification of Services

» Greybox features expose (a bit more) detail

» ...clients get to write more expressive assertions
» Rest of the details are hidden

> ...S0 services are free to change it

Decoupled Verification via Greybox Specifications
» ...client reasoning concerns policy + service spec
» ...Services compliance concerns service spec + impl

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

An Example Tisa Specification : Patient Service

01 service Patient {
02
03
04
05
06
07
08
09
10
11
12
13 }

Tisa: Trust in Service-oriented Architectures.
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Tisa Verification in Tisa

An Example Tisa Specification : Patient Service

01 service Patient {

02 1int query(int pId, int msg) {
03

04 }

05 int retrieve (int gId) {
06

07

08

09

10

11

12}

13 }
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

An Example Tisa Specification : Patient Service

01 service Patient {

02 1int query(int pId, int msg) {
03 query (pId, msqg) @Secretary //Fwd Questions
04 }

05 int retrieve (int gId) {

06

07

08

09

10

11

12}

13 1}
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

An Example Tisa Specification : Patient Service

01 service Patient {
02 int query (int pId, int msg) {
03 query (pId,msg) @Secretary //Fwd Questions

04 }

05 int retrieve (int gId) {

06

07 if ((gId/1000) == 1) {//Appointments

08 retrieve (gld) @Secretary

09 } else 1if((gId/1000) == 2) {//Health Q2
10 retrieve (gId) @Doctor

11 }

12 }

13 }
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Tisa Verification in Tisa

An Example Tisa Specification : Patient Service

01 service Patient {

02 1int query(int pId, int msg) {

03 query (pId,msg) @Secretary //Fwd Questions
04 }

05 int retrieve (int gId) {

06 preserve gId > 0;

07 if ((gId/1000) == 1) {//Appointments

08 retrieve (gld) @Secretary

09 } else 1if((gId/1000) == 2) {//Health Q2
10 retrieve (gId) @Doctor

11 }

12 }

13 }
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Another Example : Secretary Service

01 service Secretary {
02
03
04
05
06
07
08
09
10
11
12
13
14 }
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Another Example : Secretary Service

01 service Secretary {

02 int query (int pId, int msg) {
03

04

05

06
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Another Example : Secretary Service

01 service Secretary {

02 int query(int pId, int msg) {
03

04 if (msg >= 2) {//Health Q7
05 query (pId,msg) @Doctor

06 }

07 else {//Apointments

08

09 }

10 1}

11 int retrieve (int gId) {

12

13 1}

14 }
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Another Example : Secretary Service

01 service Secretary {

02 int query(int pId, int msg) {
03 preserve pId > 0 && msg > 0;
04 if (msg >= 2) {//Health Q2

05 query (pId,msg) @Doctor

06 }

07 else {//Apointments

08 establish result > 0

09 }

10 1}

11 int retrieve (int gId) {

12 requires gId > 0 ensures result > 0
13 1}

14 }
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Overview of the Tisa Project
Specifications in Tisa
Verification in Tisa

Interaction Sequence

Client

— query(myld, msg = 99)@Patient — Patient Service
Patient Service — query(myld, msg) —  Secretary Service
Secretary Service — query(myld, msg) — Doctor Service
Secretary Service <« querylD — Doctor Service
Patient Service — querylD «—  Secretary Service
Client — querylD — Patient Service
Client — retrieve(querylD)@Patient — Patient Service
Patient Service — retrieve(queryID)@Doctor — Doctor Service
Patient Service — 101 — Doctor Service
Client — 101 — Patient Service
Message | Meaning
99 Do | have AIDS?
101 Yes, What were you thinking?

ust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Client Verification: Overview

» Convert service specification S to an automaton FSM(S)
» Express LTL policy ¢ € ®(S) as an automaton FSM(¢)

» Specification satisfies the policy if FSM(S) N —=FSM(¢) is
empty, which is a standard problem [Vardi and Wolper].

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Finite-state Machine Construction |

Production relation: ~ NT + se ~ (Z, 2y, R, A), NT where
NTENT=WxM—Z

(IF EXp FSM)

NT |_ sel ~ (z/’zl’ R/,A/),NT/ NT/ |_ se// ~> (z//,Z//,R”,A”),NT”
Z=2uZ"U{z} A=A4A"wA"w{(Z,{sp}),(2",{!sp})}
R=R UR"U {(z, ZI)7 (2, ZH)}

NT ~ if (sp) {se€’} else {se’’} ~ (Z,z,R, A), NT"

(WEB METHOD CALL FSM 1)
=(3z:: NT(w,m) =2) NT' = NT U ((w,m), 2)
m(ty,...th){se} = find(w,m) NT'+se~ (2',2/,R', A"),NT"
Z=2Z'u{z} A=A4Aw{Z,{mow})} R=R uU{(z,Z')}
NT = m(vq,...,vn)@w ~ (Z,2,R, A), NT"

(WEB METHOD CALL FSM 2)
z = NT(w,m)
NT = m(vq,...,va)Ow ~~ ({2}, 2, {}, {}), NT

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Finite-state Machine Construction I

(SPEC EXP FSM)
Z= {21722723’24} R= {(Z, 21)’(2722)7 (21523)’ (21724)7(2372/)}
Apre = {(z1,{sp1}), (22, {'sp1})}
A = Apre W {(23, {SP1, SP2}), (22, {sp1, !sp2})}
NT - requires sSp; ensures sSps ~> (Z,z, R, A), NT

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Client Verification: Scalability Advantages

» Service spec. (S) is simpler than Service impl. (P)

» State space of FSM(S) is smaller compared to FSM(P)
» ...determining FSM(S) N ~FSM(¢) is more scalable.
» Clients solve easier problem.

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Service Compliance Demonstration : Overview

Given a service spec. (S) and a service impl. (P)
» provethat S C P
» method similar to [Shaner, Leavens, Naumann 2007]
» uses structural refinement rules to compare S and P

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Inference Rules for Proving Tisa Refinement C

(PROGRAM REF)
vi € {1..m} 3j € {1...n} decl; € servicedecl A servicespec; C decl;
servicespec; . . . servicespecm L decl; . . . declp

(SP REF) (SERVICE REF)
sp=e vi € {1..m} 3j € {1...n} wmspec; C meth;
spCe service w {wmspec; ... wmspecn}

C service w {field; . .. fields meth; ... meth,}

(WEB METHOD REF) (SEQ EXP REF)
seCe sesCe; seCe
t m(form, ... form,) {se} seq; sep
C t m(form, ... form,) {e} Cer;e
(IF ExP REF) (DEF EXP REF)
spC e serCer serl er sp C einit  se L epoqy
if (sp) {ser}else {ser} form = sp; se
C if(ep) {er}else {er} C form =-€init; €pody

Tisa: Trust in Service-oriented Architectures.
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Overview of the Tisa Project
Specifications in Tisa

Tisa Verification in Tisa

Service Compliance Checking: Advantages

» Refinement checking (S C P) easy to automate
» Independent of the number and policies of clients
» Need to be repeat only when service impl. changes

Tisa: Trust in Service-oriented Architectures.
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Summary

Related Work

» Greybox Specification and Verification
» Buchi and Weck[6], Barnett and Schulte[4], Wasserman
and Blum[11], Tyler and Soundarajan[10], Shaner, Leavens
and Naumann[9]
» Behavioral Contract Refines Desired Requirements
» Castagna et al.[7], Bravetti et al.[5]
» Verifying Behavioral Contracts for Web Services
» Acciai[1], Kuo et al.[8], Baresi et al.[3], Barbon et al.[2]

Tisa: Trust in Service-oriented Architectures.
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Summary

Future Work

» Theory
» Relaxing rules for refinements
» Proving refinement for other logic (besides LTL)
» Realization
» Checking integrity of Refinement Mechanism
» Some work already [Rajan-Hosamani IEEE SOC 08]
» More work needed, e.g. apply zero knowledge proofs
» Language-independent incarnation of Tisa

» Important from the industrial perspective
» Expressing Tisa features in XML-like syntax

» Auto-generation of Tisa Specs based on property

» To decrease annotation burden
> Appears possible to some extent

Tisa: Trust in Service-oriented Architectures.
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» Web-services important paradigm for organizing systems

» Demonstrating that a web-service complies with certain
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Problem: Conflict between Compliance and Modularity
» Compliance is helped by showing details
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Summary

Questions?
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Overview of the Tisa Project

Service Provider’s Domain

Auto Greybox Spec. Client

Generator
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Policy

Operating System

|
i
|
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